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Abstract ; Basing on PKI and obeying the criterion of hospital management and workflow patterns, certificate authority sys-

tem and digital signature manage system were designed. The interface of CA and DSMS integrating with various hospital in-

formation systems ( such as RIS,HIS and PACS) was realized and the security verification of system information was com-

pleted. Thus, the integrity, authorization and authentication of digital medical information being used in hospitals, were en-

sured.
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Fig. 1  Processing infrastructure of healthcare information security basing on PKI
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Fig.2 Digital signature and encryvption processing in the gateway
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