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Abstract: A novel and efficient quantum detection scheme based on statistical theories was proposed. The feasibili-

ty was verified by simulation. The simulation results show that the scheme is efficient and secure. Considering the

integrity of the scheme, we constructed a complete model of links to obtain the threshold of the scheme.
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Introduction

Quantum Key Distribution ( QKD ), invented by
Bennett and Brassard''! | can be considered the first ap-
plication of quantum information science, and commer-
cial products have already become available'>’. On the
theory side, the security of several variants of QKD pro-
tocols against general attacks has been proved*7’.
Meanwhile , experimental techniques have reached a state
of development that enables key distribution over dis-
tances of 300 km"*'. However, there are always imper-
fections in security and efficiency'*""! | due to the non-i-
deal experimental environment in real implement.

In ideal QKD protocols we are required to employ
particular states. However,we tend to adopt substitutes to
transmit quantum information within our present experi-
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ment ability. This unperfected quantum source provides
probabilities for eavesdrop, usually referred to as Eve.
The combination of multi-photon signals of source and
loss in the transmission line derives some powerful eaves-
dropping attack'”™'. The photon number splitting
(PNS) attack that was first mentioned by Huttner and
Imoto' | and usually replaces the noisy and lossy trans-
mission line by a superior one. In the process, the loss
in legitimate quantum channel can be divided into two
portions including accessible and non-accessible losses.
The non-accessible loss may contain minimum transmis-
sion losses and detector inefficiencies. Accessible loss is
lead into by illegitimate participator. When the propor-
tion of accessible loss is large enough, transmission be-
comes insecure. Due to the threshold of cryptography a-
bout the loss has been consulted, Eve can replace the le-
gitimate quantum channel with an ideal one, intercept all
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single-photon signals and satisfy the expectation of Bob
with multiple photons only. If the loss is not heavy e-
nough for Eve to conceal her behavior, Eve can intercept
a portion of single-photon signals and gather the details
from the remaining single-photon by other optimal eaves-
dropping attacks. The optical attacks include blinding at-
tack'"*'. Moreover, even with linear optics alone powerful
attacks in this thread can be launched. The proportion of
photons in Eve’ s hand will reveal the polarization after
she masters the polarization bases during the pubic con-
sultation according to the BB84 protocol "',

In actual application, because of the imperfections
from experiments and channels that may introduce some
side channel information, Eve may utilize them to deploy
an attack. Moreover, for the active decoy-state experi-
ments' ™’ | it is difficult to avoid eavesdrop from attacks
with much more excellent performance based on the ex-
isting technologies.

Statistical techniques are employed in many research
and industrial areas, and they play important roles in
practical situations especially. Some researches of quan-
tum field are performed about probability statistics char-
acteristics of the number of photons in the last ten
years >/ The distribution characteristics of quanta are
obtained and become an essential foundation in the field
of quantum communication and cryptography.

In this paper, we adapted mathematical statistics
method to solve issues focusing on the security in quan-
tum cryptography incurred by non-ideal equipment and
imperfect experimental condition.

1 Analyzing on mathematical statistics
characteristics of quanta

These practical approaches differentiate in many es-
sential aspects from the initial theoretical proposal, due
to the present experimental capability that is unable to
satisfy the demands technologies. In practice quantum
states emitted by laser source, instead of single-photon,
are weak coherent pulses with a low probability of contai-
ning photons in one pulse. All these modifications be-
tween the ideal BB84 protocol and real implementations
may jeopardize the security of the protocol, and result in
limitations including the efficiency and distance.

In quantum cryptography protocols, some thresholds
are estimated according to the influences from quantum
channel disturbance and malicious attack. The attenua-
tion caused by the non-ideal channel can affect the result
of threshold. This means that, the legitimate participa-
tors may misunderstand some errors introduced by non-i-
deal channel as those from attacks. Unfortunately legiti-
mate participators may not gather any useful information
if channel attenuation is always high without any attacks.
As a result, the efficiency of quantum communication is
declined severely.

We attempted to distinguish the errors introduced by
non-ideal channel and attacks.

1.1 The proof of probability distribution of stochas-
tic process

The first step is to determine the probability distri-
bution about the number of photons in pulses. The num-
ber of photons at each pulse satisfies Poisson distribution

with parameter A, that is
Are
P{X =k} = "
where the number of photons is k.
Supposing that X, and X, are randomly variables

’k:0’1’2’... b (1)

that satisfy Poisson distribution with parameters A, and
A, , respectively, we let the denotations @y () and ¢,

() are the eigenfunctions of X, and X,, then we have
gDXI(,M) = iP(Xl = k)e* = JRNCTD

1:0 o
‘PXZ(M) = Z‘P(X2 = k)e = a1

=0 o

In the weak laser pulse beam, X, and X, are inde-
pendent of each other, so _

o () = @y, (u) = M (4)

The eigenfunctions correspond uniquely to distribu-
tion functions respectively. The randomly variable X = X
+ X, satisfies Poisson distribution with parameter A, +
A,. If X(t) , the number of occurrences of event during
an arbitrary length of the time interval :(z>0) , satisfies
Poisson distribution with parameter A,, {X(z),t >0} is
termed the homogeneous Poisson process or the Poisson
process for short.

Let X, and X, represent Poisson process with A, and
A, , respectively, then we have

X(0) =X,(0) +X,(0) =0 . (5)

{X,(t),t=0} and {X,(t),t=0} are independent
incremental processes of each other, so the superposition
of these two independent incremental processes can be
expressed as {X(t) =X, (¢) +X,(t),t=0{. For any ¢,
<t,, from characteristics of additive Poisson distribu-
tion, it can be conclude that X, (¢,) - X, (¢,) + X, (¢,)
- X, (1, ) satisfies Poisson distribution with parameter
(A, +A,)(t, —t,), it means that X(¢,) — X (¢t,) satis-
fies Poisson distribution.

From mentioned above, the superposition of two in-
dependent Poisson processes with A, and A, is the Pois-
son process with parameter A, + A,, so a sample com-
prised of the number of photons in the weak laser pulse is
Poisson process.

Let X(¢) denote the number of photons which have
arrived at the receiving terminals until the instant ¢, {X
(t),t=0} be Poisson process with parameter A, and
Ty, Tay ** T,, ---represent the arrival time of every sin-
-7,.,(7,=0,n
=1,2, ) as the interval of the time that Poisson
processes arrived at. According to the random process
theory, {T,, n=1,2,---} satisfies the exponential dis-

no

gle photon in turn. We can let T, =1,

tribution with parameter A.
1.2 Analysis and simulation about probability dis-
tribution with malicious eavesdrop

When Eve intercepts single photons from the quan-
tum channel, she must resend substitutes in time in order
to avoid being detected. The operation of resending may
affect the integrate distribution of photons when Eve
blocks a fraction b of the photons. We found a resulting



168 b5 2 K F 35 %

photon number distribution that is different from Poisso-
nian.

Firstly we redefined the Poissonian photon number
distribution with mean photon number un, that is

Pulh] = B o (g

Malicious attack will introduce additional loss. Sup-
posing that Eve blocks a fraction of the whole photons,
we get a resulting photon number distribution, namely

(1 +au)e™ E=0
- 2 - —

Paltack[kJ = ((1 E/Z)e k 1 (7)
(k+1)!e# E>1

In fact according to the traditional strategies, Eve
can adjust a to match the number of vacuum signals of
attack to that of quantum channel for remaining undetect-

ed, P,..[0] =P [0]. We get

loss

A paich

=Lty @)
M

Obviously the formula holds for the case that a,,,,
e[0,1], especially, a,,, =0 when n =1, which
means that for a lossless channel Eve cannot gather infor-
mation undetected by blocking photons.

It is an especial situation when £ =1, because only
one photon exists in each pulse that is the real single
photon signal. It is difficult for Eve to block these pho-
tons without being detected because the probability of
malicious gathering information from the single-photon is
extremely remote. Certainly Eve can attack the quantum
channel by blind attack that utilizes the large pulse to in-
terrupt and manipulate the detector at the legitimate ter-
minals, however it is difficult to achieve.

Under the two situations above it is not difficult for
legitimate participators traditionally named Alice and Bob
to detect the attack.

Considering the situation when k& > 1, Eve must
guarantee that the quantity of gathered photons is below
that of transmitted photons generated by legitimate partic-
ipator, P,..[K] <P,.[k], when k£ >1. On the prem-
ise we analyze the statistical distribution of photons in the
quantum single at the existing of attack.

Many efforts devoted by Eve as an eavesdropper to
intercepting more photons in the course of attack. As
mentioned before it is not difficult to detect the attack
with the first two types. Therefore we analyzed principal-
ly the attack on multiply photons pulses existing in the
quantum signal.

We supposed that the resent photons from Eve satis-
fy some type of distribution.

1.2.1 Poisson distribution

Supposing that Eve resends the false photons satis-
fied Poisson distribution advisedly or not, we analyzed
the final probability distribution of photons.

Faint incoherent light has excellent properties like
single-photon. However, the specific location of single-
photon is indefinable. When eavesdrop occurs, Eve a-

dapts some strategy to gather information from multiple
photons, and resends the false photons pulse to the legiti-
mate initial pulse sequence. The operation will damage
the probability distribution of the number of whole pho-
tons, because the distribution of single-photon pulse is
not continuous.
1.2.2 Normal distribution

Normal distribution is an appropriate function to de-
scribe the natural and social sciences for real-valued ran-
dom variables. When Eve resends the regenerated pho-
tons, ordinarily the optical pulses are independent and
the number of photons is random. We adapted normal
distribution to express probability distribution of this e-
vent, namely

1 e

flx) = , (9)

where g means mean or expectation of the distribution, o

is its standard deviation, so its variance is o~. For con-
venience, letting u =0, o =1, we get
1 a2
flx) = e’ . (10)

V2m

As an independent identical distribution random
variable, the number of photons in pulses is discrete.
We changed the traditional normal distribution form to
describe discrete variable. According the value of the
number of photons in Poisson distribution, we proposed
the discrete probability distribution, namely

0.1 2
f 1 e2dx k£ =0.1
Pl k] = {7 /127“ . (1)
J e 2dx k=0.1
0.1 m
We took the value of £k in0.1, 0.2, 0.3, ---, be-

cause they are the reasonable values about the number of
photons in pulse. We used this function to convert con-
tinuous probability distribution to the discrete probability
in order to compare the distribution with the Poisson dis-
tribution.

According to the different weights of photons from
Eve and legitimate participators, the final probability dis-
tribution can be expressed as

k)2 k Bm+1
(k) = | ";—‘e-ﬂdm . (12)
V2 —= pm.

where «,8 are the proportions of the number of photons
from legitimate participators and Eve, respectively, and
a+B=1(a,8=0). From Eq.6, un is the mean value
of the Poisson distribution, and transmission efficiency 7
<1. Ordinarily the number of single-photon from each
pulse in faint incoherent light is near the 0. 1, so here we
can suppose u=0.01.

We let u =0.01, and simulate the probability distri-
butions of the number of photons from legitimate partici-
pator and eavesdropper with different proportions. The
result is shown is figure 1. For convenient observation,
we adopted a continuous form of curves.
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Fig.1 Probability distributions of the number of legit-
imate and false photons in signal
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From Fig. 1, with the increase of the number of
photons or the proportion of false photons, the values of
probability distribution raise. We need to guarantee that
the value of probability distribution f( %) satisfies f( k) =
0. Specially, when f( k) =0, it is impossible to distin-
guish legitimate and false photons with probability distri-
bution. Eve cannot attack quantum channel with a fixed
probability distribution of the number of photons continu-
ously and without being detected.

Here remains a problem about proportions of legiti-
mate and false photons. We may adopt methods from in-
formation theory obtain the exact value about affect from
proportion of false photons. Here we only analyzed this
problem by the simulation results briefly.

From Fig. 1, the probability distribution of the num-
ber of photons is disturbed obviously when the proportion
of false photons exceeds 25% . Supposing that Eve sends
false photon P, that accounts for 25% of the total sifted
photons to legitimate participator, the proportion is much
less than 50% and is not enough for Eve to gather the
useful information. So the performance of our scheme de-
grades when P, <25%, and it could be secure be-
cause the deficiency of leaked information.

Under the traditional strategy, participators estimate
the security of quantum cryptography through consulted
threshold that is fixed before the transmitting of quantum
information. The thresholds may be different in many pa-
pers because the supposed backgrounds are not identical.
To compare easily, we employed the frequent one as the
traditional threshold. Taking the data appeared above as
the parameters of the model, we compared our strategy
with the traditional one. Then we set 25% as a value of
threshold, it means when the measurements from termi-
nal show that false quantum bits account for 25% of total
amounts, the process of cryptography will be regard as
unsecure communication. The successful and secure
cryptography under the traditional and new strategies are
compared in the table below.

false

false

Table 1 secure and success of traditional and new strategies
*1 RESHRMHZSESRINE
QBER/ (%) 25 30 40 50
Secure/ (td/new) n/y n/y n/y n/n
Success/ (td/new) n/y n/y n/y n/n

In the Table 1, “td” and “new” represent tradi-
tional and new strategy, respectively. It is shown that
under the background described above, the performances
of traditional and new strategies change with the increas-
ing of QBER. When the QBER is from 25% to 40% ,
and 25% of them are caused by channel noise, the
process is determined as an unsecure cryptography by the
traditional strategy. Therefore the efficiency of cryptogra-
phy is extremely low with the traditional strategy when
QBER is below 50% . With our strategy we can distin-
guish different error, and then the efficiency of the whole
quantum cryptography is improved.

In summary, the probability distribution of the num-
ber of photons in pulses from legitimate participator will
be changed after malicious attack exists. The change
makes the arriving time of photons no longer satisfy expo-
nential distribution. We can observe the change about
probability distribution of arriving time by detector loca-
ted at the receiving terminals.

2 Model of the quantum binary symmet-
ric channel under the BB84 protocol and
its performance analysis

We established quantum channel model according to
the success rate of transmitted quantum bits. Supposing
that initial four quantum states are generated with same
priori probability, B is defined as the number of photons
from the sender, and a the number of photons with wrong
distinguish. Supposing that the probability of successful
measurement from the receiver is 1-a/83, then the chan-
nel model can be generalized by Fig. 3.

l_d

0 £ 0

a

B

Fig.2 Model of quantum binary symmetric channel
without eavesdropping
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Ordinarily we evaluated performance of quantum
communication system with quantum bit error rate
(QBER). When Eve attacks with intercept-resend strat-
egy, the introduced error may change the cross error
probability of quantum binary symmetric channel. As-
suming that y photons are intercepted and then the same
amount of photons are resent by Eve, the probability of
sending the code words successfully is 1-( a-y/2)/8,
and the crossover probability is (a—y/2)/8, with the
channel model as shown in Fig. 4.

We adopted low-density parity check (LDPC) code
possessed excellent performance to code the quantum in-
formation, considering that the long key can guarantee
the security of the process of communication. Taking the
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Fig.3 Model of quantum binary symmetric channel with
interception-retransmission eavesdropping
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Fig. 4  Graph of quantum error rate against error transfer
probability
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(3,6) LDPC code with the code length of 1024 for ex-
ample, the sum-product algorithm (SPA) was adopted as
the decoding algorithm, and the maximum iterations are
50. The simulation results are shown in Fig. 5.

In Fig. 5, the abscissa represents the crossover
probabilities of the quantum binary symmetric channel,
and the ordinate represents QBER corresponding to dif-
ferent crossover probabilities. In real applications, usual-
ly we need to guarantee that QBER of a system is lower
than the threshold set by the legitimate participators. The
performance of codes deteriorates when QBER is below
107, and keeps at 10" when crossover probability is a-
bove 0. 1. However, quantum coding does not own a
good correction performance when QBER is belowl10™.
That means it is difficult to correct errors by coding when
the circumstance of channel is deteriorated. Meanwhile,
the threshold could be raised to enhance the ability of le-
gitimate participators for detecting the attacks. The
change of threshold caused by varied parameters of chan-
nel may reduce efficiency and security. In our scheme
we adopted method of analyzing on mathematical statis-

tics characteristics of quanta to distinguish the errors from
affection of non-ideal channel or malicious eavesdrop-
ping, based on the observation of arriving time of pho-
tons. All these are based on the analysis in chapter 2 and
the experiment results. Next we obtained a threshold of
our scheme in real application according to simulation re-
sults above.

It can be seen in Fig. 5 that when the quantum bit
error rate is 107, the crossover probability (a — v/2)/B
=0.045. It follows from the graph of Fig. 4 that

1 -2 -0.03
B (13)

1-i+23’E:0.045

Solving the above equations yields y/B =3% and
a/B=97% . Therefore, in the case of without consider-
ing code rate, when quantum bit error ratio caused by the
channel itself is lower than 3% , the error may be correc-
ted. When the eavesdropper adopts intercept-resend at-
tacks with /B >0.7, the coding/decoding performance
will be seriously deteriorated.

Meanwhile , we can distinguish errors from non-ideal
channel or attack by observing the change of arriving time
of phones in pulses. We can adjust the code rate to satis-
fy the threshold mentioned in the last section, and make
our scheme valid.

3 Conclusion

In this paper we proposed a scheme that utilizes
mathematical statistics characteristics of quanta to distin-
guish errors introduced from eavesdrop. We obtained and
verified the threshold of the scheme. We established the
model of quantum channel and proved the feasibility of
the scheme by simulation. One in particular is that inter-
cept-resend eavesdrop is considered as the main attack
strategy in our analysis and simulations. The following
research will focus on improving the adaptability of our
scheme to confront more malicious attacks.
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